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Security and Risk Management to enable Digital Business 
Transformation 

2015 DRIVE 
Manage Risk & Deliver Security  

in a Digital World  

Physical Digital

2016 LEAD 
Build Trust and Resilience at the speed 

of digital Business 

Bimodal

MODE 2

MODE1

PREDICT PREVENT

RESPOND

Implement
Posture

Adjust
Posture

Monitor
Posture

Adjust
Posture

DETECT

Policy

Compliance

Continuous
Assessment

2017 SCALE 
Manage Risk. Build Trust. 

Embrace Change 



5 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 

Augusto Barros 

Diretor de Pesquisas 

 

#GartnerSEC 



6 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 



7 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 



8 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 



9 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 

Felix Gaehtgens 

Diretor de Pesquisas 

#GartnerSEC 



10 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 

T U R N I N G  S E C U R I T Y  D ATA  I N T O  F A S T E R  D E C I S I O N S  

DEEP 
LEARNING 

RULES 

HEURISTICS 

CORRELATION 

SIMILARITY 
ANALYTICS 

ANOMALY 
DETECTION 

MACHINE 
LEARNING 

ATTACK CHAIN  
TIMELINE MAPPING 

INCIDENT AND  
THREAT VISUALIZATION 

INTERNAL 
MONITORING 

EXTERNAL THREAT 
INTELLIGENCE 

ANALYTICS 
AUGMENTED 

ANALYST 



11 © 2016 Gartner, Inc. and/or its affiliates. All rights reserved. 
T I M E  T O  D E T E C T  

TIME IS MONEY 

Time to Detect and Time to Respond are Business Metrics 
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99 Days 

Mandiant M-Trends 2017 

In USA and Brasil 

Average Time to Detect 

$4M USD 

2016 Ponemon Cost of Data Breach Study 

Average Cost of Breach 

SOURCE: KASPERSKY LABS 
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BY 2019, MORE THAN 70% OF 
ENTERPRISE DevOps INITIATIVES 
will have incorporated automated security 
vulnerability and configuration scanning for 
open-source components and commercial 
packages, up from less than 10% in 2016 
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