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Your Vision for
Digital Security &

Risk Management

Adaptive Architecture Effective Governance
Predict Accountability
Prevent \ Risk Management
Detect Organization
Respond \ People
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2015 DRIVE P
Manage Risk & Dellver Securlty
in a Digital W

P T 2017 SCALE

Physical Digital
Bimodal
Things Susines® PREDICT = PREVENT
Posture
Adjust Monitor
e - Posture Posture DETECT
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ONE TIME ALLOW/DENY
GATING FOR USER
AUTHENTICATION

Gartner
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Gartner



BY 2022, 60% OF
LARGE ENTERPRISES

Business units will select their
desired level of cost and risk

Gartner
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DEEP

LEARNING
EXTERNAL THREAT INTERNAL

INTELLIGENCE \ ‘ / MONITORING
MACHINE
LEARNING ‘ Q ‘ s

INCIDENT AND : | SRR s ATTACK CHAIN

THREAT VISUALIZATION 3 __. : | peRlec Rt
ANOMALY ANALYTICS
DETECTION ‘ AUGMENTED CORRELATION
ANALYST
L
SIMILARITY
ANALYTICS HEURISTICS

TURNING SECURITY DATA INTO FASTER DECISIONS



TIME IS MONEY
Time to Detect and Time to Respond are Business Metrics

$1,092,303
$1.2M I— —l
$897,055
SiM L R e e Sl R e e
$800’OOO ............................................................................................................................................................................................................................................................................................................................................................
$555,247
$600’OOO ...........................................................................................................................................................................................................................................................................................................................................................
$392,984
$400’000 ......................................................................................................................................................................................................................................................................................................................................................
$200’000 ................................................................................................................................................................................................................................................................................................................................................................
so b= .
ALMOST WITHIN A WITHIN SEVERAL OVER
INSTANT FEW HOURS A DAY DAYS A WEEK

(Detection System in Place)
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SOURCE: KASPERSKY LABS



TIME IS MONEY
Time to Detect and Time to Respond are Business Metrics

$4M USD @

Average Cost of Breach
2016 Ponemon Cost of Data Breach Study S

99 Days
In USA and Brasi|

Average Time to Detect
Mandiant M-Trends 2017

BEME:SFO-D ETECF

SOURCE: KASPERSKY LABS



DEV OPS

Create Detect

Verify Predict Respond




BY 2019, MORE THAN 70% OF
ENTERPRISE DevOps INITIATIVES
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